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. Security Consultant
. Security Manager

. IT Director/Manager
. Security Auditor

. Security Architect
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. Security Analyst : , A
Institute of technology & innovation

. Security Systems Engineer

. Chief Information Security Officer

. Director of Security

Oipin NIVN

.NOWI NINWI'NN NIMAIDIIDL DATHRN ININN2 'WYN ollp -

1IN (white hacking) D"9PNNI D''NIAN D'ION2 VT'ND NNV 'WIN 1'WONN OSXIW TN 0Ipn- -
[12AX "N (Information security certification) ICS2 [IAAN NIWMTI1 SANS |1DD NIWNTIY WAT NN'W
JW NdNONN IN2N N2IVY YATIN YT'N NN D'DNNWNI PRYNY [DIN2 120 NIdNONY 512
JIARN

.ONINN2 D'22INN WY [I'D1 YT 9y DINID -
D1TIN 929 TNIN2 INPINY NINTPNN NIMNIVY' 1IN N0«

NN DA YI%0NN NIRD TNONN W 'WIR 1Y .

Oo1ipn pP'n
N2 NIDNN2 NITRDTPNR TIN' NIVY 453

9"w 165 - (VP MONY) NN e
"W 288 - D'DTPND (WUNN 'TIN'Y o

TV Nn"oIYIIN

NINYN / NIMWN DINN2 YT [1'0'1 '9y25 IN/I CCNA IN/I MCSA DI Ma2d 08NN 0IPN
D'9''N IN NINWA 901N / DAWNN 'N1DV [12D NNTION NDNON X9 NHVDN NIDWN /

IWAT IWN VP MONY DA D'NNN DYIPN .A"NIN / 2WNN '2'yDN 'TPON 'NNXIT DNINIYN
O1IP2 D'TIN'IN (WNNT 'NIND N1'ONN TIN'Y

nYap 'NIN

.n0'1D |N2N
JUIN N .

NT'nHYn NAITIND

NT'N9N N2'202 NIYDIN'OI DYIATN ,NINATN ,N'INDVIND NRNIN

Dream.Learn.Work

03-3723480 :0UPO | = 6377 :70 | 1'ANR 7N ,0'T'NY NP 36 111171 7IRY "N | NIAINTY | YIW IR | D'7WIN' | 2*aAX 7N



Institute of technology & innovation

D'N¥IDN HA0

27 'WyN |1I'0 9y ,0NINN2 D'9'2INNN ,NDTN 'MNNINED'NYIN 930 NITAINN0L iNT NY50N5
D'¥IN Y N2YI' 0PN .NNIIVAT NHINIYIN PO-'NN NIYWYN2 TINYN 'NWID NOITNI DI
[INV2 MPNNI 1NN DY §IN'WA 12YIN DIIPN .DJIY2I YIN2 12'0N NNV2AN DINNN D'NNIN
JNIND

iNT NnWTNI N'a191100Y TOINNA DYV DA NTIVNH NINDT

NIYNT 922 D'TNIVN DMAIRY PIvIN iINT NRWTNIENAID11D09 TOINN DYLN INA NTIVN
:0119ND N'IDINN

.00IPN 'wADNN 85%-2 NINDY DIIP2 NINDI
.01IP2 N2INN NIY0N 9D NWAN »

7210 N1'IN 1212 NTIVA NY2PY D'RIT I'N' NNYXN2 NDDN NN IDTO'Y NI'INN NAIR
iNT nnawTNI N'a1%1150Y 101NN DYLD

(5"w 165) 120N N1'2D N'1DIN

.DIWN DAYIN NY'TT ND0N NOWN NN - TIO! AWIND = ND0 NMDAIR - o

,0'12'T,NIINDT,2AWNNN N12N WIRD AWNNN NININYY NT'NY - '"WIRN 2wWNDN NNDNY NIAD o
12127 NINTPNN NIAIYIDL ,NININ NIYPN2 Y190, 2WNNN N2DINI PO, BIOS NN12 NNTan
.D'T2VNI DX NINI

,NPITNNY D921 NIXIDI NYYON NIDIVN YW NIGPN AUNNRIE NI ,MIPNN - NHYON NDIYD
. PININ NVMHY Imaging ' NIX'NN 91N, 011N MITNY ,NP'ODIAN'T

DITIPD NWPN NIYYNND JYIDN NTIPD NIY PWNN NTINYIYI20N - CLI pwnD o

NIMI2I910 NIMWN ,NI2OWA (4) 7 9TIN, DN NMIYPN2 TID! 'AWIN - NINWA NITO
DIYPN NINWAY NINWN NNPNLD'MYIPILIND NWA NNIVPLIIN

NWOKRNN Microsoft N'anN Hyper-V NixTONI0IN NIDIN DY NNON - NHXRILA' ATIAY NINN @
DRIV NN YW NIPNNTENTAN

DIV, 91N .D'WTNN NNTDNNI Microsoft N'2aN NWTNN NYYDNN NDIVYN NION - WINDOWS 10 o
Client-2 NMIpNINN N2VYND Windows 10 -2 NIYPN NN

,NTI2Y 'ONIVI DMWY 9YW NN2VNI ANTY ,NIPNN - [IODNI NIPNN - Server 2016 DY NTI2Y
,N0MD ,D'ONIV |IT'R , 011N NI9'9d NynI [IONKN 2NN ,0MIAN [IDNN NNINND

VPN ,DirectAccess ,pINnN nw'a IPAM ,DNS, IPv6 ,DHCP ,IPv4- Server 2016 -2 D'DIY" o

,GPO ,AD FS ,AD CS ,AD DS ,Active Directory ,DINN '"P2 - Server 2016 DY NWN NMIXN YN .
AD RMS

Dream.Learn.Work

03-3723480 :0UPO | = 6377 :70 | 1'ANR 7N ,0'T'NY NP 36 111171 7IRY "N | NIAINTY | YIW IR | D'7WIN' | 2*aAX 7N



Institute of technology & innovation

(b"w 288) D'NTPNDN D'TINN NDIN

(9"W 90) Security Essentials - 1 9ITID

1) Networking Concept (quick overview)

e Network types (LANs, WANs)
e Network topologies

e LAN protocols

¢  WAN protocols

e Network devices

e |P Concepts

2) Defense in Depth (quick overview)

e Information Assurance Foundations

e Computer Security Policies

e Contingency and Continuity Planning

e Access Control

e Password cracking for Windows and Unix

¢ Incident Response (IR)

e Offensive and Defensive Information Warfare (IW)
e Attack Strategies and Methods

3) Internet Security Technologies

e Vulnerability Scanning and Remediation

e Web Security

e Firewalls and Perimeters

e Honeypots

e Host-based Protection

e Network-based Intrusion Detection and Prevention

4) Secure Communications

e Cryptography

e Steganography

e  Critical Security Controls

e Risk Assessment and Auditing
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5) Windows Security I

Institute of technology & innovation

Security Infrastructure
e Service Packs, Patches, and Backups
e Permissions and User Rights
e Security Policies and Templates
e Securing Network Services
e Auditing and Automation

6) Unix/Linux Security

e Linux Landscape

e Permissions and User Accounts

e Linux OS Security

e Maintenance, Monitoring, and Auditing Linux
e Linux Security Tools

7) Hands-on Exercises

e Setup of virtual lab environment

e  Windows/Linux tutorial

e TCP dump analysis

e  WireShark decoding of VolP traffic

e Password cracking

e Host-based discovery with Dumpsec

e Hashing to preserve digital evidence

e Analyzing networks with hping and nmap
e Event correlation with Splunk

e Use of steganography tools

e Securing a Windows system with MBSA and SCA

(5"w 80) Advanced Security Essentials - 2 HITID

8) Defensive Network Infrastructure

e Introduction to network security infrastructure as the target for attacks

e Impact of compromised routers and switches

e Escalating privileges at Layers 2 and 3

e Weaknesses in router and switch architecture

e Integrating and understanding existing network devices to defend against attacks
e Advanced Layer 2 and 3 Controls

e Filtering with access control lists

e Introduction to network admission control and 802.1x
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9) Packet analysis

e Architecture design and prejatdnigefiltelpgy & innovation

e Building intrusion detection capability into a network

e Understanding the components currently in place

e Detection techniques and measures

e Understanding various types of traffic occurring on a network
e Knowing how normal traffic works

e Differentiating between attacks and normal users on a network
e Advanced IP packet analysis

e Performing deep packet inspection and understanding usage of key fields
e Event correlation and analysis

e Analyzing an entire network instead of a single device

e Building advanced snort rules

e Intrusion detection tools

¢ Installing and using analysis software

e Wireshark

e Building custom filters

10) Pentest

e Variety of penetration testing methods

e Frequency and use of vulnerability analysis, penetration testing, and security assessment
e Vulnerability analysis

e Tools, techniques, and methods used in testing

e Basic penetration testing

e Focus, requirements, and outputs of a successful test

e Prioritizing and remediation of issues

e Advanced penetration testing

e Understanding and mapping to an organization's infrastructure

e Application testing and system analysis

11) Malware

e Types of malware and corresponding behavior

e Dealing with malware

e Tying malware into intrusion analysis and incident response
e Windows malware

e Anti-malwares tools and analysis

e Fighting rootkits with basic and advanced tools

e Inspecting active processes

e Using online resources to get help
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12) Data loos prevention

e Risk management
e Understanding insider thré5t&!e of technology & innovation

e Data classification

e Managing and maintaining portable data classification

e Digital rights management

e Balancing digital rights with data classification

e Managing access across the enterprise

e Balancing functionality and security

e Data loss prevention (DLP)

e Identifying requirements and goals for preventing data loss
e |dentifying practical DLP solutions

13) Hands-on Exercises

e Analyze network configurations for routers

e Perform detailed analysis of traffic using various sniffers and protocol analyzers

e Identify and track attacks and anomalies in network packets

e Use various tools to perform penetration testing and network discovery

e Analyze both Windows and Unix systems during an incident to identify signs of a
compromise

e Find, identify, and clean up various types of malware

(9"w 80) Hacker Tools, Techniques, Exploits, and Incident Handling - 391TID M

14) Incident Handling Step-by-Step and Computer Crime Investigation

e |dentification
e Containment
e Eradication
e Recovery
e Special Actions for Responding to Different Types of Incidents
e Incident Record-keeping
e Incident Follow-up
15) Computer and Network Hacker Exploits

e Reconnaissance

e Scanning

e Intrusion Detection System (IDS) Evasion
e Network-Level Attacks

e Gathering and Parsing Packets

e Operating System and Application-level Attacks
e Netcat: The Attacker's Best Friend

e Password Cracking

e Web Application Attacks

e Denial-of-Service Attacks

e Maintaining Access

e Covering the Tracks

16) Hacker tools workshop
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17) Hands-on Exercises
e Memory analysis

d MetasplOit attack and detﬁﬁgﬁtute of technology & innovation

e SQL Injection

e Cross-Site Scripting

e Covert channel analysis

e Detecting an insider with built-in Windows commands
e Windows Command Line

e Working with backdoors

e Detecting Denial-of-Service attacks

e Shell history analysis

e Linux attack detection

(9"w 38) cyber security management - 4Y917TIn M

e Security and Risk Management

e Asset Security

e Identity and Access Management
e Security Assessment and Testing
e Security Operations

DY ,NNYT 2IP'Y ' ,NYI NYN 1NYI NIDTN DR NNXYI NINIY 199000 D 1N2IN
D72 ODNN VTN 202 INT' NII,'TI1 DTN D20, TINDN NIVY P, D'TIN'YDN N1ON2
.N290nN YN '"NWHD NItNNND NHY9oNN Yw VTN

Dream.Learn.Work

03-3723480 :0UPO | = 6377 :70 | 1'ANR 7N ,0'T'NY NP 36 111171 7IRY "N | NIAINTY | YIW IR | D'7WIN' | 2*aAX 7N



