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Security Essentials — 1 9ITID

1) Networking Concept (quick overview)

* Network types (LANs, WANs)
* Network topologies

* LAN protocols

« WAN protocols

» Network devices

* IP Concepts

2) Defense in Depth (quick overview)

« Information Assurance Foundations

« Computer Security Policies

« Contingency and Continuity Planning

« Access Control

« Password cracking for Windows and Unix

« Incident Response (IR)

 Offensive and Defensive Information Warfare (IW)
« Attack Strategies and Methods
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3) Internet Security Technologies

* Vulnerability Scanning and Remediation

» Web Security

« Firewalls and Perimeters

* Honeypots

 Host-based Protection

» Network-based Intrusion Detection and Prevention

4) Secure Communications

« Cryptography

« Steganography

« Critical Security Controls

* Risk Assessment and Auditing

5) Windows Security

« Security Infrastructure

« Service Packs, Patches, and Backups
* Permissions and User Rights

« Security Policies and Templates

« Securing Network Services

« Auditing and Automation

6) Unix/Linux Security

« Linux Landscape

 Permissions and User Accounts

* Linux OS Security

» Maintenance, Monitoring, and Auditing Linux
« Linux Security Tools

7) Hands-on Exercises

« Setup of virtual lab environment

» Windows/Linux tutorial

« TCP dump analysis

« WireShark decoding of VolP traffic

« Password cracking

* Host-based discovery with Dumpsec
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« Hashing to preserve digital evidence

« Analyzing networks with hping and nmap

» Event correlation with Splunk

« Use of steganography tools

« Securing a Windows system with MBSA and SCA

Advanced Security Essentials -2 YITID

8) Data loos prevention

« Risk management

« Understanding insider threats

» Data classification

» Managing and maintaining portable data classification
« Digital rights management

« Balancing digital rights with data classification

» Managing access across the enterprise

« Balancing functionality and security

« Data loss prevention (DLP)

« Identifying requirements and goals for preventing data loss
« Identifying practical DLP solutions

Hacker Tools, Techniques, Exploits, and Incident Handling -3 DI1TID

9) Incident Handling Step-by-Step and Computer Crime Investigation

« |dentification

« Containment

« Eradication

» Recovery

« Special Actions for Responding to Different Types of Incidents
* Incident Record-keeping

* Incident Follow-up
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CISO -4 H11Ip

10) Cyber security management

« Security and Risk Management

« Asset Security

» Identity and Access Management

« Security Assessment and Testing

» Security Operations

* laws, Regulations, Compliance

« Cloud security

e Intro to Cyber security products — solutions categories:
o SIEM

FW — NG+web proxy

IPS

WAF

VPN

CASB

SSO and IDP (identity providers)

IDM

MFA (OTP)

AV (+cloud+multi engine)

SAND BOX

EPS

DLP

NAC

DAM

FAM

MDM

GRC

PKI

Permissions review (by state/usage)

Change management (Tufin,Algosec)

Anti spam

One way link

UBA — user behavior analytics

Forensic (EnCase)

E-Discovery and data classification& labeling

Disk encryption
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File encryption

Traffic encryption

HIPS

Honey pots — deception tools
Compliance scanners
Vulnerability scanners

Secure Code review

Anti Phishing

User Awareness tools (ironscale)
Anti Fraud (Actimize)

User Activity recording

SCADA and |OT security NAC and FW
Cyber Intelligence

Privileged user management

c o o o 0o o o oo 0o o o o o

LNNVYT 21P'Y 195 NI NYN 1NV NIDTN DX NNXYI NINIY 199000 ' N2In
VT'N 922 INT' NOI1,TD1 D'DMTNN DA0,TININ NIVY ' ,DTINGDN NMON2 DHI'Y

.N990NN YN 'NWHYD NIR'NNND NYYINN YW VTN 'DT2 DIIBNN

Dream.Learn.Work

03-3723480 :0UPO | = 6377 :70 | 1'ANR 7N ,0'T'NY NP 36 111171 7IRY "N | NIAINTY | YIW IR | D'7WIN' | 2*aAX 7N



