Cyber Security for Organizations
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Introduction to cyber

The IT Crowd - "The internet"
Cybersecurity market industry review
Windows & linux security + linux exerceise
HTML Basics & training

Introduction to cyber Security

Security Essentials - 1 YITID

1) Networking Concept (quick overview)
* Network types (LANs, WANs)

« DHCP

« HTTP

« TLS

* IP Concepts

2) Defense in Depth (quick overview)

e Attack Strategies and Methods

e DOS & DDOS

e Social engineering & malware

e Hacking & PT

e Information Assurance Foundations
e Computer Security Policies

e Contingency and Continuity Planning
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e Asset security & access management

e Password cracking for Windows and Unix
e WIFI Hacking demonstration

Advanced Security Essentials -2 Y1TID

3) Data loss prevention

e Risk management& threats

e Understanding insider threats

e Data classification management

e Managing and maintaining portable data classification
e Digital rights and access management

e International Cyber regulations

4) Secure Communications

¢ Internet security technologies

e Demonstrating cryptography importance - The Enigma machine & Alan turing
e Steganography in depth & training

e Security testing

e Cloud security

e Security Operations

e Available information in common files
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