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TCP/IP

Packet Tracer

Network Devices

(DNS, DHCP, FTP 1123) O'Tn1"n O"7110M91 0w
Wireshark

NAT

ARP

Routing, Routing Table, IP Cidr

Module 2 O0%Jin) '0'0a+ NJJn 60 Hours
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O™IX71 X'71 OMI1'X71 OJINI "TON

SQL

HTTP 719101192 nppnun

HTML, Javascript, Python, PHP :n112n n1ow 7w n773 n1'po
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VM +n7y9n mJwn7 nanTpn ¢

Windows -

O"JInNNawnnNnN "M e

N7Y0n NIJWWN7 ONwpn oiwn onn -
Active Directory -

Domain Controller -«

Remote Desktop -

NMX191 NITPY + Linux

Kali Linux oy nnJn -

Powershell & Terminal -«
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(Introduction to Cyber) 1001120
(N'w 28)
Module 4 120N NINPY 28 Hours

TIO™N AN NX O'INNN 120N VT'NN NNVAK O71V2 070010 NINPYN NXK TN7) NT27WA
VTN NNVAX NWYNI] 120N 071V 7W

Security - n1 Cyber n 07va NINJW NNTAN ¢

Access Control -

Physical Security -+

Business Continuity & Disaster Recovery -

OMPNN 10 + OINn J'vn ng'pnn -

01370 711 O'NIK NN 071V OV NNJn .

DAST/SAST/IAST/0SS-n O71yn '0"1'jJ0 '7J OV h1NJn1o'oJi1gm -
Risk Analysis -

CIA -
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Module 5 N"9109" ) 28 Hours

7702 NN NIIW NIIXN NTO'W NYXNND W VTN NN0N2 10V OTKN J2,071UN1 TN
NIJIWN NIXNN NI0'WI NINPY DX TNT7I 0T

N'O109MP 7W AMIwoT

Security Policy VS Security Mechanism — o'oJ319'n -

NITXN TNNMI7K NMONOX/NMON™ NI9XN VP01 — NJ9Xn

RestayTn 7w njgxnvixa -

(SSL-TLS) njoxn "*71ipiong -

(hash) aaunrxpng -

NMLN™O-X/NMLN™ - 70T ANTN

CA server- 1 n"70TnTIVN

(VTN o'Nann TXI - T W1 AN mMwun) NFT,(W0aJ00) yT'n nMnon niow.— »
NTLM, Kerberos -

Module 6 nupnn 44 Hours
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Network layer '07 mopnnn 1lo nwiamgpn -
NXP'79K0N NN NTWN nna niiann ,DDOS nopnn -
01NN TXN NIAPY Wowo7 0o0T .

Port Scanning -

Vulnerability Scanning -

MITM -
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Privilege Escalation
Reverse + Bind Shells
(Password Cracking) NIXn0'0 NXM9
Network Pivoting

Zero Days

Firewall + Proxy + DLP
Metasploit

Netcat

The cyber kill chain

MITRE Attack

Social Engineering mypnn
Email Security

Malwares 110

Defense Types

Module 7

11'VPT79X — NIPNAT NIAN 120 32 Hours

OWASP Top 10 web applications
Buffer Overflow

SQL Injection

XSS

CSRF

SSDLC Process

Csp Protection

Session Hijacking

Application & Database Hardening Principles
WAF

IDS/IPS

Honeypots

Burp, ZAP Tools
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Module 8 API Security 16 Hours

OWASP TOP 10 api security 2023
REST API

Swagger

Base64, Tokens, jwt

SAML

OpenlID connect, OAUTH 2.0

Module 9 Cloud Security 12 Hours

GCP, AWS, Azure :p1wa 0™Mp'vn Cloud Providers - n n1'po
V2 N1 O™NIVNWNN Resources-n

U2 NMWIX NNLVAX NIX1T

IAM + Permissions

Kubernetes — Main Components + Security Principles
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Module 10
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36 Hours
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AWINT AT P19 .0MNKT O'NW ,0°2WNN 7V NV7NWN1TNIXND™ NX™MI 12091 2AT0PK VTN
071V7 N'7T7 03921 NNY' WK 12T Hacking N1 n'Tnn 'p1an 71in2 n'Tn'nx N1oinn 037
JOPNN 1A"0 7W Mg

NINWI NP0

11091 "2'VPX UTN 10K

NIJN1 ONN'W NP0

O"NXI ONW ,0WNN 7V NIV7NWN1NIKNO'™O NXMY
Hacking and PT
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Recon Tools -

OSINT -

PenTest Methodologies -
Manual and Auto Scanning -
Writing Reports -

Module 11 O'090J1pP NIN*'VL 12 Hours

20N 071V O'pNN O'NINN 7V 112Y31 1'33 AT p7na

Wifi, Mobile, Blockchain, IoT, ChatGPT, Fraud
Big Data-n Manx ¢

Module 12 720 "WIN'X 710" 36 Hours

PNIV7 1'31.01{721 7107 N1JIWNT7 NT'WN NIVXNXA 120 VI AKX TXI TN7) AT p'7na
07w OWN'K pnN7 71X 171 IDS/IPS, DER 73 ,SOC/SIEM mJwun

soC -

SIEM -

Logs and Monitoring -
Incident Response *
Cyber Forensics -
Malware Analysis -+
Threat Hunting -
Threat Intelligence -«
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Jon
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LinkedIn 770119 pitnni nan - -

131 0130 O0JN2NTNTIAY [I'K1 AN7XN2 0721V TX'T »

CEH Certification 1123 0"21X'N 0JN2NY7 NN7XN2 VN7 V"0 WX DNThE »

Module 14 NN VPNY 7W NWIANI NIJN 16 Hours
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