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Linux -~ Networking = virtualization =~ Python

Web servers - Docker ~ Public cloud “ virtualization
Jenkins ©~ Kubernetes ~ Artifacts repositories =~ Agile
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Module 1 Intro to DEVOPS 4 Hours
+  Setup virtualization and computing
«  Vmware or virtualbox or hyperv setup

Module 2 Windows 4 Hours
« Services «  Windows terminal
+  EventViewr « WSL
«  PowerShell « Chocolatey

Module 3 Linux 36 Hours

« 0SS

« Linux OS key concept

+  Boot process

+ Block storage

+ File system

+  The Kernel

+ Package Management
+ Files and Folders

+ Permissions and Users
+  Process management
+ Service Management

« Auditing and Monitoring
« Shell scripting

+ Utilities and Tools

Text manipulation etc sort
Grep

Sed

Awk

Load Average

CENTOS

Ubuntu

LVM

Fdisk

Resize partitions
Important folders in Linux
Static IP

Netstat

Net tools

NJW 1 ,0TIN'Y70 NIJN2 0™MI'W ,ANYT 71P'W 97 NU7 NUn JNY7 N3t DK NNXY7 DNNIW 077300
.N773N0 TXN W73 NIA"NNNJ 077300 7W VTN 971 019NN VTN 732 1KY X'71, 731 O0'J1TNN 710, TIN7n




< 6 DevOps Engineer 01
Institute of Innovation
& Technology
Module 4 Networking 8 Hours
OSI Model «  DHCP, HTTP: Protocols
TCP/IP + Clitool box
Protocols DNS
Module 5 Cryptography 4 Hours
Symmetric and asymmetric encryption | « Signing
SSH + Certificates and certificate authority
Hashing +  PKI
Module 6 Version Control 12 Hours
+ Key concepts «  Submodule
+ Repositories and Repositorie +  Monorepo
+ Distributed VCS « Branches
+ Versioning Strategies * Rebase
+  Teamwork + merge request (pull Request)
+ Hotfix and Feature branches + GitHub variations
+ Best practices and Git Flow *  Pre-commit
Module 7 Web Servers 8 Hours
Nginx
Apache with SSL lets encrypt
Module 8 Virtualization 4 Hours
and Computing
Key concepts + Hypervisor
CPU and Memory virtualization +  Virtual box
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Module 9 Python Scripting 40 Hours
Basic syntax + Args parsing
Functions * File open
time complexity theory and Hash tables | + Json parsing
OOP key concepts + Apirequests
Classes and objects + Lambda
Modules and Packages +  Yield
Regex
Module 10 Containers 32 Hours
+ Tools: Docker, podman, Docker- « Overview Architecture
compose, Docker File *  Volumes
+ Container lifecycle *  Snyk
+ Docker file/Container file
Module 11 Devops . 4 Hours
Methodologies
Continuous Integration and « Scrum and Sprints
Continuous Delivery « Time estimations vs Effort
Understanding Business impacts of « Kanban
DevOps processes « Jira brief
Defining quality standardst « Microservices vs monolithic
Agile manifestoContinuous applications
Deployment
Module 12 Jenkins 20 Hours
History « Multibranch pipeline
Configurations basic and Installation | + Shared library
Declarative pipelines *  Plugins
Jobs « Agents in containers
Management Nodes
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Module 13 GitHub Actions 8 Hours
Overview + Jobs
The components of GitHub Actions + Actions
Workflows *  Runners
Events
Module 14 Artifacts Repositories 8 Hours
+ Artifactory/Nexus « SonarQube
+ Package types « Security Composition Analysis
+ Virtual repository
Module 15 K8S 40 Hours
+ History + Best practices
+ Container orchestration *  Minikube
+ Architecture +  Kubeadm
+ Key features and mechanisms + K3s variations
+ Installation « CNI
+ Pods and services * Ingress- nginx
« Secrets and config Maps « Storage class —pvc
+  Volumes - CSI
+  Network « Statefulsets vs deployments
+ Deployment +  Types of deployments
+ Helm «  Types of services
+ Image security
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Module 16

AWS

40 Hours

Overview

Availability zones and Regions
VPC

EC2 services: APl Gateways,

Load Balancers

Internet Gateways/ Nat, Instances
Security and IAM

S3, SQS, RDS

Best Practices

Planning and Operating in

Public Clouds

Route53

Cloud Front

Auditing and Monitoring

Capacity planning and Billing overview

« ASG

« Bastion vs IPsec VPN/SSL VPN
« Visualizations and Dashboards
+ SSM

- WAF

« EKS

+ High availability

« Fault tolerance

«  Backups

+ Disaster recovery

+ Cloud agnostic

« Cloud native

«  Multi cloud

« Hybrid

Module 17 Authentication Management 4 Hours
+ ldap/ADFS *  SAML/OpeniD
. S50 - MFA

Module 18 GitOps 8 Hours
+ ArgoCD + Spinnaker / flux

Module 19 Infrastructure as a Code 32 Hours

How to choose the right tools?
Ansible

Terraform/Cloud formation/CDK
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Module20  Monitoring, Logging and Alerts 20 Hours
Prometheus and Grafana + elk stack -Elasticsearch FluentD/
Logstash and Kibana
Module 21 MLOps 4 Hours
+ Al and Machine Learning for +  Working with OpenAl APICanary
DevOps Engineers + Getting started with MLflow
* Intro to MLOps
Module 22 Final Project 20 Hours
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