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Introduction
Linux (24 Hrs.)

e History

e Open Source foundation
e Linux OS key concepts

e Boot process

e Block storage

e RAID

e File Systems

e The Kernel

e Networking

e Package Management

e Files and folders

e Users and permissions

e Process management

» Service Management

e Monitoring and Auditing
e Shell scripting

e Tools and utilities

e Text manipulation: awk, sed, grep, sort etc

Networking (8 Hrs.)

e OSI Model

e TCP/IP Model

e Protocols: HTTP, DHCP, DNS (BIND)
e Tcpdump

Virtualization (8 Hrs.)

e Key concepts

e History

e KVM

e Clusters (HA / DRM)

e Orchestration

e Open Stack / Apache Cloud Stack
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Python scripting (32 Hrs.)

OOP key concepts
Classes and objects
Packages and Modules
Data types

Working with the FS

Web Servers (8 Hrs.)

Nginx
Squid
Apache

Docker (12 Hrs.)

Key concepts

Container lifecycle

Dockerfiles

Docker Hub and local registries
Architecture Overview

Managing the Daemon

Working with storage and data persistency
Network modes

Logging drivers

Docker Swarm (12 Hrs.)

Concepts

Docker Services

Overlay and ingress networks
Working with FS and object storage
Docker services Lifecycle
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SRE and Infrastructure Automations

Infrastructure as A Code (24 Hrs.)

e Theidea

* Key Concepts

e IAC layers

¢ How to choose the right tools
e Terraform

e Ansible

e Best Practices

e Hands-on-Lab

Public Cloud - AWS (32 Hrs.) azure

e Overview

e Regions and availability zones

e VPC

e EC2 services: Load Balancers, API Gateways, Instances, Nat / Internet Gateways
e |AM and security

e RDS
e SQS
e S3

* Best Practices

* Planning and Operating in Public Clouds
e Route53

¢ Cloud Front

¢ Monitoring and auditing

¢ Cloud Watch, SNS

e Billing overview and capacity planning
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DevOps

Version Control (8 Hrs.)

e Key concepts

e Repositories and branches

e Distributed VCS

» Versioning Strategies

e Teamwork

e Hotfix and Feature branches

e Git Flow and Best practices

e Basic operations: pull, push, fetch, merge pull requests etc

DevOps methodologies (12 Hrs.)

e History

* Key concepts and dilemmas

e Ways and Practices of DevOps

e Software Lifecycle Management

e Continuous Integration, Continuous Delivery and Continuous Deployment
e Understanding Business impacts of DevOps processes

o Defining quality standards

Agile (16 Hrs.)

* |deas and key concepts of Agile

e Scrum

e Sprints

o Effort vs Time estimations

e Deliverable Outcomes

e Being always on track

e Scrum of Scrums

¢ Kanban

* Implementing Agile for different teams and industries

Jenkins (24 Hrs.)

e History
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e Installation and basic configurations
e Users and roles

e Jobs

e Freestyle

e DSL and pipeline jobs

e Working with Git

e Working with Artifact repositories

Artifacts repositories (12 Hrs.)

e Theidea

e Artifactory

e Nexus

e Installation and configuration

Tailing All together (24 Hrs.)
Hands on lab which will include:

e designing and developing of simple containerized application
e Designing and creating IAC for the developed application

e Creating Cl / CD pipelines

e Defining and implementing versioning strategy

o Defining a Gatekeeps

e Publishing
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Monitoring and Observability
Introduction (4 Hrs.)

Elasticsearch (8 Hrs.)

e Architecture

e Documents, indexes and shards

e HA

e Setup and configuring Elasticsearch cluster

Kibana (4 Hrs.)

e Installation and configuration
e Discovery

e Visualizations and Dashboards
e Alerting and reports

Beats Framework (8 Hrs.)

e Metricbeat

Filebeat

Auditbeat

Heartbeat

APM server and agent

Hands-on Lab (8 Hrs.):
Setting up ES cluster with APM server, Kibana, alerting engine and beats.

Kubernetes

K8s (24 Hrs.)

e History

e Container orchestration

e Architecture

o Key features and mechanisms
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e Installation

e Pods and services

e Config Maps and Secrets

e Volumes

e Network

e Deployment plans

e Helm

e Image security

e Blue / green deployment strategies
e Best Practicies

Hands-on final Lab (8 Hrs.)
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