Advanced Linux System

Linuxis an open-source operating system released in 1991 for computers, but its use has
expanded to underpin systems for cars, phones, web servers and, more recently, networking
gear. lts longevity, maturity and security make it one of the most trusted 0Ses available today.
This course specifically designed for students who have basic Linux knowledge and looking
for advanceskills in Linux.

You Must Know!

Duration:
40 Hours

Who should attend?
Linux users, programmers, and network administrators

Prerequisites:
Knowledge of general operating system concepts

Main Topics:

o LinuxKernel
Security Tools
Linux Permissions
Filesystem Management
Networking

o O O O O

Advanced Shell Scripting
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Course modules

Module 1 - Linux Kernel 5.7 Features

o ARMExtended Support
o Enhanced /0 Interface

o New Filesystem Drivers

Mofule 2 - Cent0S 8 Latest Features

o Improved GUI
o Better TCP Networking Performance
o Enhanced KVM Virtualization

Module 3 - Ubuntu 20.04 Latest Features

o Enhanced and Faster GUI
o Controlling Notifications
o Fractional Scaling

Module 4 - Deep Dive Into Linux Kernel

o CPU Processes Scheduling
o Memory Allocation
o Filesystem Maintenance

Module S - Security Tools

What is SELinux?
Netfilter Framework
Metasploit Project

o O O O

Firewalld Expert Usage

Module 6 - Security Topics

o Encryption protocols
o Digital certificates

o Advanced Linux Permissions
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Module 7 - Filesystem Management

o swapspace &autofs
o XFSfile system

Module 8 - Networking

o Load Balancing
o NAT&PPP
o VLANRouting

Module 9 - Advanced Topics

o OpenlLDAP
o Linux Virtual Server Cluster (LVS)
o Advanced Shell Scripting

* Regular Expressions

o 1/0 Redirection

o Subshells

o Debugging

220 ,TIN'ON NIYW PN, DTINDN NNON2 DYI'Y NNYT 2IP'Y 195 Ny NYN 1YY NIDT DR NNYYY NINIY N9500N
N9900N T¥N 'NWID NI2YNNND ND9INN YW VTN 'DT2 DIIDNN YT'N DD INY KII1L,'TI1 DDMTIN



INT

MIX72'2N 120N
NNYTNI PO TIN'77

%6377 o'nDTPNN

pL"N2 NPT

m Microsoft Partner

Networking Learning
Academy

aom DAl HIGH G ey ot 2 TORONTO
@i Dot moHy A o wnZn 4 [ToRoNTO)
NNAX N0"M91 D'OIBDP
yav Ixa n'7vIne nimnn 2'aAx '7n
77 N'27IXN 21NN 34 19' 21N 5 IN"N19IX 21NN 36 212171 ' 7IX1
LN PIXD yTDn PIX9

D'T'nYy NMIp



