Cryptography Course
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Confidentiality - 10 Hours
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Data Confidentiality

Symmetric Encryption

Asymmetric Encryption

Asymmetric Encryption - Confidentiality

Asymmetric Encryption - Authentication

Asymmetric Encryption - Integrity

Diffie-Hellman

Lab - Encrypting and Decrypting Data Using OpenSSL

Lab - Encrypting and Decrypting Data Using a Hacker Tool
Lab - Examining Telnet and SSH in Wireshark

Integrity and Authenticity - 5 Hours
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Securing Communications
Cryptographic Hash Functions
Cryptographic Hash Operation
MD5 and SHA

Origin Authentication

Lab - Hashing Things Out

Public Key Cryptography - 5 Hours
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Using Digital Signatures
Digital Signatures for Code Signing
Digital Signatures for Digital Certificates

Authorities and the PKI Trust System - 5 Hours
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Public Key Management

The Public Key Infrastructure

The PKI Authorities System

The PKI Trust System

Interoperability of Different PKI Vendors

Certificate Enrollment, Authentication, and Revocation
Lab - Certificate Authority Stores



Applications and Impacts of Cryptography - 5 Hours
o PKI Applications

o Encrypted Network Transactions
o Encryption and Security Monitoring

Cryptography with Microsoft technology -10 Hours
o IPSec plus Lab
o Encrypting File System
o BitLocker
o site to site vpn
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