IPv6 Fundamentals
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IPv6 Essentials

o |IPv6 History

The IPv6 Packet header

IPv6 Multicast replaces IPv4 ARP and Broadcast
IPvB Routing and Extension Headers

IPv6 Path MTU Detection (PMTUD)

IPv6 Addresses and address types

o O O O O

o Unicast

Link-Local
Site-Local
Unique-Local
Multicast
Solicited-Node
Transition Addresses
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Special-Purpose Addresses
o Address selection
Source IPv6 address selection

o
o Destination IPv6 address selection
o Windows Address selection
o Linux Address selection
o Mac0S X Address selection
o Solaris Address selection

IPv6 toolset

o Configuration

o IPv6 configuration commands on Linux

o IPv6 configuration commands on MacQS X

o IPv6 configuration commands on Windows
o Monitoring

o snoop and tcpdump

o Wireshark

o Microsoft NetMon

o ndisc6 and rdisc6
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IPv6 Address-configuration
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multiple links per host, multiple IPv6 addresses per link
The role of routers in IPv6

IPv6 address configuration - the big picture

manual address configuration

SLAAC - stateless automatic address configuration
DHCPv6

Cryptographic Generated Addresses (CGA)

IPv6 and DNS

IPv6 Address records (AAAA)

IPv6 reverse resolution (PTR/DNAME)

Glue DNS Records, MX record considerations

loopback-v6, special IPv6 Addresses in DNS, global addresses configuration
IPv6 in Unix and Windows client resolver configurations

DNS dynamic updates

IPv6 DNS debugging

IPvB DNS stub-resolver configuration (client DNS)

IPv6 literal addresses in URLs

o O 0O 0O 0o 0 O o o

IPv6 Privacy Extensions

o |IPv6 and privacy

o Privacy Extensions in Linux, MacQS X and Windows client S
o Randomized Host-IDs in Windows client 0S

o IPv6 privacy and DHCPv6

IPv6 host security
o Host firewalls and IPv6 (Windows Firewall, MacOS X “pf/ipfw”, Linux “ipBtable”)
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